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The term "cybercrime" describes crimes 
committed through the use of a 
communication channel or device, such as a 
watch, laptop, desktop computer, PDA, mobile 
phone, or car, either directly or indirectly. In 
the "Global Risks for 2012" research, 
cyberattacks are expected to be among the top 
five worldwide threats to the government and 
corporate sectors. Cybercrime is a kind of crime 
that gradually damages victims' life and is hard 
to detect and stop once it has occurred. 
Because online banking and shopping are 
becoming more and more popular and entail 
sensitive financial and personal data, we hear 
this phrase in the news a lot. In this paper, the 
various forms of cybercrime, their evolution, 
case studies, majors that focus on prevention, 
and the departments that fight them are 
briefly summarized. 

 
1. Introduction 

For law enforcement personnel, cybercrime is 

a relatively new threat. As more people own 

computers and are linked to the internet, 

there is a greater potential for 

cybercrime.The  graphic  below, which 

represents the most recent survey available 

for the  year 2011,  from 

"http://www.Internetworldstats.com," 

illustrates the   global   internet   user 

population. Based on this data, we can 

deduce that Asia has the highest number of 

internet users worldwide. China is the 

nation most afflicted by internet fraud 

worldwide, according to the case study on this 

crime. 

 
 

Figure 1: Global Internet users by region in 
2011. 

 

 
Figure 2:World internet users. 

 
To have a better understanding of 

cybercrime, we have spoken about 

the terminology that are used in the 
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field [2]. 

 

A. The Web 

Millions of computers are connected 

by this worldwide network. Email, 

webpage access, chat, file transfers, 

and other uses are all done using it. 

 

B. Internet Explorer 

a program for using the World Wide 

Web server's information resources. 

Awebpage's address, or URL, is used 

to identify an information resource 

such as photos on a webpage. 

 

C. Web proxy 

Users can access the internet 

through an ISP (Internet Service 

Provider). 

 
D. IP address 

Every device linked to a computer 

network is given an IP (Internet 

Protocol) address, which acts as a 

unique machine identity. Take 

172.17.64.150, for instance.  

 

E. Spoofing IP addresses 

It is sometimes referred to as IP address 

forging, in which an intrusive party obtains a 

compromised user's IP address to carry out 

their malicious activity. The hijacker targets 

the legitimate user, using the genuine's IP 

address to change the packet headers so the 

legitimate looks to be the original source [1]. 

 

F. Phasing emails 

email address hacking. Email spoofing is the 

term used when a hacker utilizes a user's email 

address for malicious purposes [2]. 

 

G. Virus on computers 

A computer application that is installed on a 

user's computer and that operates against the 

user's will and has the capacity to harm and 

duplicate files. 

 

H. Worm on computers 

These are the computer programs that 

propagate to other computers by self- 

replicating. Usually, because of the target 

computer's security flaws, it spreads across a 

network. It differs from a virus in that it 

doesn't require attachment to an already- 

running software, whereas viruses are limited 

to operating on the target machine. 

 

I. Phishing 

It's an attempt to pilfer private data. For 

instance, a user could get an email asking for 

their bank account information, PAN number, 

and the payment of 5000 INR in order to 

process their lottery winnings in the UK [3], [6]. 

 

J. Malware 

It is malicious software that is unintentionally 

installed on a user's computer with the goal of 

gathering personal data about them.For 

instance, keyloggers2. 

 

K. Worm on computers 

These are the computer programs that spread 

to other computers by self- replicating. 

 
 
Figure 3: Block diagram of the Phising process 
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Figure 4: An example of Phising 

 

A Phishing example Usually, because 

of the target computer's security 

flaws, it spreads across a network. It 

differs from a virus in that it doesn't 

require attachment to an already-

running software, whereas viruses 

are limited to operating on the target 

computer. 

L. Adware 

A malicious software that is 

unintentionally installed on a user's 

computer with the goal of gathering 

personal data about them. For 

instance, Keyloggers2. 

 
II. The Development of 

Cybercrime. The employees' 

traditional employment and means 

of survival were threatened by the 

advent of "Loom," a device invented 

in 1820 by textile manufacturer 

"Joseph- Marie Jacquard" that 

permitted the recycling of steps for 

weaving fabrics. The first cybercrime 

to be reported was this one. They 

thus launched a counterattack to 

discourage people from using the 

technology any more. Cybercrime 

includes more recent kinds of 

computer abuse such online 

defacement, hacking, web jacking, 

and cyberstalking in addition to 

more traditional 

criminal behaviors like theft, fraud, forgery, 

mischief, and defamation. The Asian School of 

Cyber Law's R Nagpal defines cybercrime as 

"unlawful acts wherein the computer is either a 

tool or a target or both." This definition covers 

a wide range of devices, including sophisticated 

watches, mobile phones, PDAs, and other 

gadgets. Without the aid of computers, the 

majority of modern crimes—such as the well-

known attack on the "World Trade Center" in 

the United States, serial bombings, the "Taj" 

hotel in India, and online site hacking—would 

not be conceivable. Unfortunately, it is 

impossible to determine the precise impact of 

cybercrime on society and finance because the 

majority of cases go unreported. Intelligence 

agencies are working hard to prepare for 

cyberattacks because they may have terrible 

consequences, affecting financial markets, 

banking systems, and rail and air traffic 

controllers [7]. 

 
III. Cybercrime Types 

A. Financial crimes 

B. cyber pornography 

C. the sale of illegal goods 

D. Internet-Based Betting 

E. Theft of Intellectual Property 

F. Forgery 

G. Email Spoofing 

H. Cyber Defamation 

I. Tracking via Cyberspace 

J. Vandalism on the Internet 

K. Bombing emails 

L. Data fiddling 

M. Attacks with Salami 

N. Attacks that Cause Service Outages 

O. Malware/Virus Assaults 

P. Keyloggers & Trojan Horses 
 

 
IV. Indian  Cybercrime  Cases In the 

United States, incident reporting remains low. 
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During the first three years (1995–1997) of 

the CSI-FBI survey, just 

17% of respondents reported incidences of 

cybercrime, according to an article by 

Rosemary Clandos. Although reporting has 

almost increased in previous years, it has 30%. 

According to a recent SS Gole 

newspaper story, Pune is currently 

ranked third among the cities 

afflicted by cybercrimes based on 

incidents reported in 2011. 

According to National Crime 

Records Bureau data, 

Vishakhapatnam registered 107 

offenses, and Bangalore recorded 

117 instances, making Bangalore the 

city most affected. The Indian Penal 

Code (IPC) and the Information 

Technology Act, 2000 are the two 

laws in India that allow for the 

booking of criminals. The IT Act of 

2000 contains documents pertaining 

to hacking, unauthorized access, 

plagiarism, and other related topics, 

whereas the IPC contains classic 

crimes like mischief, defamation, 

theft, fraud, and forgery, among 

others. 

 

 
 

Figure 5: Cyber Crimes/Cases 

Registered and Persons Arrested 

under IT 
Act during 2007 - 2010 

 

 

 

Figure 6: Cyber Crimes / Cases Registered and 
Persons 

  Arrested under IT Act during 2006-2010 

 
 

 
V. Analysis of Cases 

To apply and elucidate the phishing 

process[5]. 

 
A. Phishing  study  of  websites An 

identical clone of the HSBC bank website 

was designed to comprehend phishing and 

its methods. The website's main goal was to 

employ phishing emails to trick people into 

submitting their credentials (user name 

and password). The sample of the 

employees of HSBC Bank were taken after 

gaining the required permissions from 



Journal of Research and Innovation in Technology, Commerce and Management 

 Vol. 3 Issue 4, April  2026, pp. 34001-34008 

  ISSN: 3049-3129(Online) 
 

34005 | P a g e                 w w w . j r i t m . o r g                    J R I T M  

 

management. A phony link that was 

inserted in the email body and linked to the 

targeted 120 employees' original Cust ID 

and password, enabling them to check their 

account, alerted them to the risk associated 

with their account. 

 

 

 
1.1 Phishing  Email  

Deception The bank's cyber division 

has recently reviewed your accounts 

and found evidence that an outside 

entity is attempting to gain access. 

Our top priority is keeping our 

network safe. The services 

connected to your account that 

were at risk of being compromised 

have been terminated in order to 

preserve integrity. In order to verify 

your identity and get the account 

reactivated, we kindly ask that you 

check in using the previous set of 

credentials. Following login, the 

following notice will show up on the 

screen: 

"This is to notify you that the 

information you submitted has been 

successfully updated in the bank's 

central database." 

•To begin, kindly adhere to the 

guidelines provided here: 

If there has been any 

inconvenience, please click 

https://www.hsbcindia.com. We 

value your time and thank you for 

your rapid attention in helping us to 

protect the integrity of the financial 

system. 

 

 
 
 
 
 
 
 
 
 

 
Figure 8: Deceiving Phishing Email 

 
Out of 120 respondents, 44% answered 

positively and logged in using their login 

credentials (customer ID and password). 

Remarkably, 8 out of 120 victims, or 7%, 

were income tax department workers and 

auditors. These results were unexpected since 

we had assumed that they would be more 

knowledgeable about cybercrime preventive 

techniques. While working through other 

departments, we were able to capture 37% 

of those who immediately supplied the 

account's credentials. When we finally 

divided 56% (68 out of 120), the outcomes 

were as follows: Since the information 

provided by them was determined to be 

inaccurate, it was discovered that 23% (28 

employees) had received training at the 

highest level for security majors; 33% (40 

employees) did not answer at all to the 

http://www.hsbcindia.com/
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information they were given. Nearly half of 

the employees who replied were victims of 

phishing, which is a clear sign that the 

phenomenon is dangerous (figure 2),  

especially for trained professionals like those 

in the IT department and IT auditors. Raising 

everyone's knowledge of this risk factor who 

uses e-banking is strongly advised; this applies 

to both clients and staff. 

 

B, Analysis of phone phishing Female 

coworkers lured all fifty of the target 

employees with the intention of obtaining 

user credentials for their individual bank 

accounts. The outcome much beyond our 

expectations; many of them were brought 

down by this ruse. They disclosed their 

credentials after a positive conversation for 

fictitious reasons, such as verifying their 

access and privileges, ensuring account 

security and privacy, and addressing integrity 

and connection problems, among other 

things. After contacting us three or four 

times in an attempt to make our request 

appear genuine, 32% of the employees—16 

out of 50—were tricked into giving away 

their login information for their online 

banking account. We were surprised by this 

high percentage because the target members 

came from the banking industry, which is 

supposed to be far more risk averse when it 

comes to e-banking services. The remaining 

52% (26 employees) declined to disclose the 

credentials since they were prepared with 

the precautionary majors against cybercrime, 

while 16% (8 employees) disclosed their user 

name and were excused from sharing 

passwords. 

 

 
 

 

Figure 1 results provide a clear image of the 

security factor related to social engineering, 

which is made up of direct risks to the e-

banking web service since it allows for the 

direct hacking of an e- bank customer's 

account. 

 
Figure 9: Phone Phishing Analysis 

 
B. Analyzing the experiments responses 

We recognized that every employee who had 

been caught in the phishing practice had not 

responded, having never realized it was a 

phishing attack; the employees who had not 

been caught had either never seen the 

email—since most email servers consider 

these to be spam—or had recognized the 

phishing attack  and  had  not  

responded. A greater number of users 

believed the study had no value and felt 

violated because they had not been asked 

permission before the experiment was 

conducted, even though some subjects 

recognized the educational value of the 
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experience and valued the insights they had 

gained as a result of participating in the study. 

It's interesting to note that not a single 

employee acknowledged falling for the 

phishing scheme or spoof email. Instead, those 

who expressed anger did so either on behalf of 

a friend who was duped or in more general 

terms. This implies that being a victim carries 

a distinct stigma, regardless of whether actual 

harm was caused, which tells us to be wary of 

the findings of phishing surveys (Peter Finn 

and Markus Jakobsson, 2006). Some 

employees referred to the experiment as 

fraudulent, illegal, inappropriate, and 

unethical, demonstrating that phising is linked 

to significant psychological costs for the 

victims. They were accusing phishers of 

violating people's privacy even though 

personal data was not kept. Many workers 

claimed they could never fall victim to such 

attacks, indicating that we are not yet ready 

to acknowledge our own vulnerability. 

Consequently, the majority of the effects go 

unreported. These responses demonstrate 

that some users are unaware of the possible 

consequences of the information they 

voluntarily divulge online. 

 

They find it unclear that anyone can easily 

obtain their personal information (without 

violating any ethical standards) and that, for 

the most part, there are no repercussions for 

those who violate them. We came to the 

conclusion that phishers are well aware of the 

fact that most users are ignorant of security 

procedures and, as a result, 

they believe websites requesting personal 

information to be authentic. It can be 

challenging for users to distinguish between a 

real and fake security major if they are 

unaware of their level of security and assume 

that they are. 

 

The results demonstrate the ineffectiveness of 

certain visual deception attacks on a large 

user base and recommend the adoption of 

alternative strategies. Some of these attacks 

can even fool the most knowledgeable users. 

A considerable number of participants failed 

to recognize the reliability of the indicators 

that were intended. Some people only used 

the contents of the website to verify 

authenticity, rather than using the entire 

browser. Regarding padlock, some 

participants felt that it would work better if it 

was shown within the page when the browser 

presented it. When compared to SSL 

indicators, some users were more convinced 

by animated graphics, design elements like 

favicons and URL bar icons, and images. If 

phishers are aware of these details, they can 

manipulate a fully functional and loaded 

website by adding images of security 

indicators, logos, and links. This will make a 

significant portion of the spoof website 

appear authentic. 

 
Similar to this, respectable companies who 

adhere to security standards, such as 

permitting users to access their accounts only 

through SSL-protected websites, are penalized 

and seen less reliable. Campaigns to raise 

awareness and educate the public about the 

various tactics used by cybercriminals 

are desperately needed. The 

only way to lessen the risk of 

personal information being 

misused is to raise awareness. 

 

 
VI. Concluding Remarks 
We have discussed several facets of 
cybercrime in this essay and 
included case studies to back up our 
arguments. We might conclude that, 
when compared to traditional 
crimes, cybercrime is far more 
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horrible and destructive. Given the 
current growth scenario, which is 
entirely reliant on computers, every 
country and its citizens will need to 
be knowledgeable about 
cybercrime, criminal psychology, 
and the laws that govern it. "You 
should hack yourself in order to 
protect yourself from hackers." 
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